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Dear UCOites, 

 

In today's digital  age, safeguarding our organization from cyber 

threats has become more critical than ever. Our staff members are 

not  only the backbone of our operations but also the first line of 

defense against cyber risks. This internal handbook on Cyber 

Security Awareness is a testament to our commitment  to their 

empowerment . By being well-informed  and proactive, we not only 

protect  our data and systems but  also preserve the trust our 

customers place on us. Together, let's embark on this journey of 

cyber resilience and ensure the safety of our digital  ecosystem. 

 
Best Wishes, 

 
(Ashwani  Kumar ) 

MD &  CEO 

From the Desk of MD & CEO  



Dear UCOites, 

 

In our journey through  the swiftly transforming  digital  terrain, the 

significance of Cyber Security Awareness remains paramount and 

cannot be overstated. This handbook serves as a comprehensive 

guide to equip you with the knowledge and tools needed to 

detect, prevent, and respond effectively to cyber threats. By 

enhancing our collective awareness, we not  only strengthen our 

Organization's defenses but  also contribute  to a more secure 

digital  world. Let's embrace these insights and practices to protect  

our assets and uphold  our reputation . 

 
Best Wishes, 

 
(Rajendra  Kumar  Saboo) 

Executive  Director  

From the Desk of Executive Director  



Dear Colleagues,  
 

In an era where technology is an integral to our operations, Cyber 

Security Awareness is imperative for the well-being of our 

Organization. This handbook embodies the culmination  of our 

efforts to provide the insights into  the realm of cyber threats and 

the strategies to counter them. Comprehension and vigilance play 

a vital role in upholding  the integrity  of our systems and data. As 

we internalize these practices, we not  only shield our digital  

ecosystem but  also nurture a culture of cyber resilience. Let's 

recognize the profound  significance of our proactive involvement 

& extract the utmost  advantages from this invaluable resource. 

 
With Regards, 

 
(Mohammad  Sabir) 

DGM &  CISO 

From the Desk of Chief Information Security Officer  



Bankõs Cyber / Information Security Policies  

& its importance 
A good understanding of Information Security and Cyber Security policies 
and procedures of the Organization ensures: 
 

ÅProtection to individuals from being victims of cyber security incidents 

ÅUnderstanding the steps to follow in the event of a security incident 

ÅUnderstanding the levels of responsibility 

ÅProvides visibility on the risks associated with handling sensitive data 
and steps to be taken to avoid its misuse  

 

Protect Organization from any form of threats, irrespective of the realm 
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Cyber  Security  is the  

protection  of devices  

from  malicious  attacks  & 

c yber  threats . These 

devices  include - 

Á Computer/Endpoint  devices  

Á Servers 

Á Data  

Á Mobile  devices  

Á Electronic  systems 

Á Network  devices  

What is Cyber Security?  

CISO OFFICE 



Rising Threats: With increasing 
digitization, cyber threats have 
become more sophisticated and 

prevalent. Data Breaches: Protecting 
sensitive data from breaches is 
essential to maintain customer 

trust and regulatory 
compliance. 

Financial Impact: Cyber 
attacks can result in significant 
financial losses and damage to 

reputation. 

Operational Continuity: 
Ensuring cyber resilience keeps 
operations running smoothly. 

Privacy Protection: Safeguarding 
personal information of employees 

and customers is a crucial and 
ethical responsibility. 

Innovation Acceleration: As 
technology evolves, cyber 

security becomes crucial for 
safe innovation. 

Corporate Image: Strong cyber 
security measures enhance the 
organization's reputation as a 

safe place for business. 

Significance of Cyber Security in Today's Digital Landscape 
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What is Information Security ?  

Information  is a critical  resource  for  an organization  which  

needs to  be protected  throughout  its  life  cycle.  

üInformation  Security  is protection  of  
information  from  ôUnauthorised õ  

ï  Generation  

ï  Access 

ï  Modification  

ï  Disclosure  

ï  Transmission  

ï  Disruption  and 

ï  Destruction  
 CISO OFFICE 



Principle of Information Security  

Ways to ensure Confidentiality : 

Å Authorisation via user id & 

password  

Å Biometric verification  

Å Multifactor authentication  

Å Data encryption  

Ways to ensure Availability : 

Å Off-site Backups  

Å Failover  

Å Environmental controls  

Å Redundancy  

Ways to ensure Integrity : 

Å File permissions  

Å User access controls  

Å Digital signatures  

Å Version Control  

The CIA Triad - upon which Information 

Security functions are based  
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Data Classification & Secure Handling of Data 

Personally Identifiable 

Information (PII) 

Business details 

Personal Records 

Financial Information  

Internal Plans 

Infrastructural 

Information 

CISO OFFICE 



Cyber Crisis Management Plan (CCMP)  

Outlines the 

stakeholders and 

actions required to 

ensure that cyber 

security events are 

addressed in a 

consistent, 

coordinated and 

timely manner. 
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Cyber Security is Everyoneõs Responsibility 
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Employees 
Customers 

Associate Partner / Vendors 



 

 

In the  modern  era of  

digitization,  with  increased 

usage of  internet  &  IoT 

devices, Cyber scams are 

also increasing  rapidly . 

 

So it  is important  to  

enhance our  awareness 

on Cyber Security  to  

defend  such potential  

cyber  risks arising  out  of  

human  vulnerability . 
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What is CYBER FRAUD ? 
It occurs when someone defrauds people by using the internet  

/  offline  to get money, goods, etc. illegally by tricking  them 

BV-XYZBNK 
Your Bank 

Account has 
been debited 

with Rs.49000. 
Avl .ŀƭŀƴŎŜ ƛǎΧ 

CISO OFFICE 



Why do we become Victims of  

Cyber Fraud ? 
 

Over Trusting 
Nature 

Lack of 
Awareness 

Psychological 
vulnerability 
like human 

emotions, fear 
etc 

Least likely to 
report 

incidents 
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Fake Calls asking confidential 
information 

Fake Emails with malicious 
links or attachments 

Fake SMS Messages with 
Spurious Links 

Luring Advertisements /Offers / News 
Fake Websites for capturing 

sensitive information 

Common Modes used by Fraudsters  
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Cyber Threats & Attacks  

Technology Driven 

Attacks  
(Backed by Technology)  

Social Engineering 

Attacks  
(Exploiting Human Elements)  

Baiting  

Tailgating  
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Social Engineering ð Red Flags 
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Frequently review App permissions & do not grant unwanted 

permissions to Apps which allow Remote Access  CISO OFFICE 

Cyber Scams - Techniques  



Latest Techniques of Cyber Scams  

CISO OFFICE 



Latest Techniques of Cyber Scams  

CISO OFFICE 



Always cross -check and confirm the 

KYC status by directly communicating 

with your Home Branch  

Few Latest Techniques of Cyber Scams  

Fake Messages / Links  

Oh No ! 
What to do?  

Digital Payment Fraud  

Scanning of QR Code or 

entering of UPI PIN is only 

required to make payment and 

not for receiving money  CISO OFFICE 



Latest Techniques of Cyber Scams  
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Latest Techniques of Cyber Scams  
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Call Forwarding & Impersonation Scam  

V Never dial codes or send SMS from your number at the 

behest of strangers. Always check with your service 

provider before doing so. 

 

V Be vigilant about call/SMS forwarding settings on your 

phone / SIM network service(s). If call/SMS forwarding 

features are enabled accidentally / unknowingly, 

immediately contact your mobile network provider (such 

as Jio, Airtel, etc.) from the official website / App to 

deactivate the same.  
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Latest Techniques of Cyber Scams  
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Scam through Social Media Channels  

Latest Techniques of Cyber Scams  

Hi Sharma ji  ! I 
need some money 
for my operation  

This must be 
a new account 
of Gupta ji ..  

 

Of course Gupta ji  ! 
Donõt worry 

Bill Payment Scam  

Fake Profile Created !! 

Verify the 

authenticity by 

personally calling 

the person  
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7724XXXXXX 
 

Dear Consumer, 

Your Electricity 

power will be 

disconnected 

tonight at 9:30pm 

because your 

previous month bill 

was not update. 

Please immediately 

contact with our 

electricity officer 

834XXXXXXX. 

Thank You 

BE ALERT ! 
Fraudster may 

dupe you with 

FAKE messages 

in the name of 

unpaid 

electricity bill  

Always make contact with Customer 

Care / Helpline Number mentioned in 

the Original Electricity Bill  



Beware of AI Generated Cyber Scams  

Voice Phishing 
(Vishing) 

AI-generated voice messages 
can mimic the voices of 
trusted individuals or 

organizations. These voice 
messages may prompt 

recipients to share sensitive 
information over the phone. 

 

Chatbot Scams 
Cybercriminals use AI-
powered chatbots to 

impersonate customer 
support representatives or 
other legitimate agents, 

engaging victims in 
conversations that lead to 
disclosing sensitive data. 

 

Malware 
Delivery 

AI can automate the 
creation of malicious 

software, tailoring it to 
bypass security 

measures and exploit 
vulnerabilities in the 

victim's system. 

Impersonation 
Attacks 

AI-generated profiles and 
social media accounts can 
impersonate real people 
or entities, building trust 

to extract personal 
information, credentials, 

or financial details. 

Deepfake Attacks 
AI-generated deepfake 

videos or audio recordings 
can deceive individuals 
into believing they are 
communicating with a 

trusted source, potentially 
leading to financial loss or 

reputation damage. 

Fraudulent 
Financial 

Transactions 
AI-generated messages 
can manipulate victims 

into making unauthorized 
financial transactions by 
impersonating legitimate 
authorities or company 

executives. 
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VDo not transfer money without cross 

verifying the request from other trusted 

communication channel.  

VNever share personal / sensitive information 

like Card Details, OTP, PIN, CVV, UPI PIN, 

Password, Financial Credentials with 

anyone. 

VLook for inconsistencies, visual artifacts  or 

anomalies that may indicate Deepfake signs 

VAvoid oversharing information on social 

media and keep your profile privacy 

settings at the most restricted level  

VAlways cross-check information / media 

from official & trusted sources without 

blindly relying upon forwarded messages , 

online posts, advertisements etc.  

Warning 
Signs 

Caller may ask for 
personal sensitive 

information /ŀƭƭŜǊΩǎ ǾƻƛŎŜ Ƴŀȅ 
sound different 

May request for 
money transfer, 
financial help, 

immediate action etc. 

May show some 
abnormal 

behaviour or 
unnatural facial 

expressions 

Inconsistencies in 
Speech like 

unnatural pauses, 
disjointed speech 

patterns, 
Distorted Audio 
or Visuals etc. 

May not respond properly 
while discussing some 

personal matters / incident 

Deepfake Scams - Warning Signs & Precautionary Measures 
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Potential Risks to the Bank  

ð If not being Cyber Aware  

Loss of 

Sensitive 

Information  

Monetary 

Loss 

Interruption 

of 

Services  
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Damage  

in 

Reputation  



How to become CYBERSMART ? 
1 

Follow  Cyber Secure 

Culture  at Workplace  

2 
Secure your  Digital  

life  with  Cyber Safety  

Practices 

3 
Aware  customers  &  

citizens  to  develop  a 

Cyber Secure Nation  
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Organisationõs Security Basics 
 

Physical 

Security 

Clean Desk 

& Clear 

Screen 

Password 

Security 

Email 

Security 

ATM 

Security 
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Physical Security  
is the  protection  of  people,  

property,  and physical  assets 

from  actions  and events  that  

could  cause damage  or  loss. 

It includes -  

V Physical Deterrence  

V Intrusion Detection  

V Intrusion Prevention  

V Incidence Reporting  
CISO OFFICE 



VIDEO 
SURVEILLANCE 

ACCESS 
CONTROL WITH 

BIOMETRICS 

CRITICAL 
ASSESTS 

SECURITY CHECKING IN 
PERIMETER 
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https://abs.org.sg/docs/library/abs-scps-guidelines.pdf 

Security Guards at the door should be 

carefully monitor each person 

entering and leaving the Bank  

CCTV cameras should be placed for proper monitoring of 

entrance at Branches/Offices, counters, ATM premises etc.  
 CISO OFFICE 

Physical Security Best Practices  


