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सूचना की सुरऺा हेतु बैंक के लऱए  
एक सुरक्षऺत साइबर स्पेस बनाना  

 

Vision 

  

To build a secure and resilient cyber space for the Bank to 

protect information 

 

लिशन 

  

बैंक की बुलनयादी संरचना, व्यवि, प्रक्रिया और प्रौद्योलगकी के सक्षमिऱन से 
साइबर स्पेस िें सूचना तथा बुलनयादी संरचना की सुरऺा करना, साइबर के 

खतरों को रोकना एिं अनुक्रिया करना  

  

Mission 

 

To protect information and information infrastructure in 

cyber space, build capability to prevent and respond to 

cyber threat, reduce vulnerabilities and minimize damage 

from cyber incidents through a combination of the Bank 

infrastructure, people, process and technology  
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From the Desk of MD & CEO 

Dear UCOites, 

At this juncture of business evolvement through major technological advancements, the on-

going exponential growth of cyber threats is a vital concern. Though tools and technologies 

are in place to defend cyber-attacks, inculcating a habit of cyber awareness basics among 

the users is a must to defy cyber-crimes exploiting human vulnerability. Lack of user 

awareness and ignorance is a matter of concern. Government of India is also emphasizing 

through various initiatives and mass campaigns to enhance cyber awareness among citizens 

and thereby prevent cyber crimes.  

In cognizance of Government Directive, Bank is observing Cyber Jagrookta Diwas to 

extend cyber awareness best practices to staff members as well as customers. The month of 

October is also celebrated as Cyber Security Awareness Month with the theme “See 

Yourself in Cyber”, focussing on the “People” aspect of cyber security. With the extensive 

awareness campaigns and initiatives designed by CISO team, each and every employee 

should inculcate cyber hygiene at the workplace and sensitize customers. 

Security Awareness is an ongoing commitment where we all have to do our part to make 

cyberspace safer by embracing stronger security practices, vigilant measures and raising 

community awareness. 

I appreciate the initiative taken by CISO team in creating mass awareness through this 

informative handbook covering recent cyber frauds and their best practices. 

I am confident that this handbook will be beneficial in increasing cyber hygiene among a 

larger user-base.  

 

With warm regards,  

 

 

(Soma Sankara Prasad) 

MD & CEO 



From the Desk of Executive Director 
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Dear UCOites, 

Over the past few years, our Bank has technologically evolved manifold with deployment 

of advanced tools and technologies, integration with FinTechs and other technical 

developments. This rapid evolvement has inevitably brought in its own unique challenges, 

besides aggravating the existing threat scenario. Technological proliferation with rapid 

adoption of cloud, robotics, artificial intelligence, machine learning, augmented reality etc. 

across various spheres is interlinked with expansion in cyber threat landscape. Bank has 

deployed robust security solutions to safeguard Bank’s IT infrastructure from cyber threats, 

but the risks arising out of human vulnerability is a vital concern.  

Government of India is also focusing on increasing cyber hygiene in both employees of the 

organization and public at large by focusing on inculcating habit of taking basic care of the 

Information, Communication & technology (ICT) devices. We can say cyber hygiene and 

cyber crime are inversely proportional. Therefore, more we invest on increasing cyber 

hygiene, more we will contribute towards decreasing cyber crimes.  

I appreciate CISO team in undertaking extensive campaigns to augment cyber quotient of 

employees and build a cyber-secure culture at the workplace. Zonal Offices and Branches 

are also observing Cyber Jagrookta Diwas on the first Wednesday of every month, to 

sensitize our employees and customers for enhancing the overall cyber resilience of a larger 

user base.  

This handbook written in a lucid way will assist in generating awareness on modus 

operandi being used by fraudsters in committing cyber crimes and also how to get 

themselves saved. This will also serve as an awareness initiative of the Bank for employees 

as well as customers. 
 

With warm regards,  

 

 

(Ishraq Ali Khan) 

Executive Director 
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From the Desk of Chief Vigilance Officer 

Dear Friends and Colleagues! 

Technology is a double-edged sword, both empowering us, as well as making us vulnerable 

to threats ever evolving, even as we speak! To complicate matters further, our country is 

characterized by fairly low digital literacy and a low sense of cyber security awareness. Put 

together, the situation is ripe for an explosive situation!  

Increased use of the internet, remote working and automation are contributing to this 

growing trend of cyber-crime. Our reliance on technology has increased exponentially and 

in a parallel manner so has cyber-crime intensified, especially post pandemic. Make a quick 

checklist of things you order online, from food, to medicines, grocery items, clothes and 

electronics. And this list is hardly exhaustive! Think of all your banking transactions you 

have moved online. We have our digital footprints all over the web and there are cyber 

criminals waiting to step into our shoes!!   

Some of the common cyber-threats include phishing, social engineering, spam, malware 

and ransomware, identity and impersonation fraud that one is already familiar with, 

sometimes a bit too familiar as incidents like this have happened to our own known 

persons, maybe even to us. The only positive part ironically is that 90% of the incidents are 

due to human negligence so much of the preventive measures are literally in our own 

hands.  

This booklet will hopefully throw some much needed light on cyber-security and cyber 

related awareness.  Simple steps go a long way, like (a) pause before you click (b) do not 

leave your devices unattended (c) install anti-virus (d) practice good password management 

(e) back up your data.  

Let not negligence cost us our hard earned money or reputation.  
 

Best Wishes, 

 

 
(Ranjana Bose) 

Chief Vigilance Officer 
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From the Desk of Chief Information Security Officer 

Dear Colleagues, 

Cyber-security is the convergence of People, Processes and Technology that come 

together to protect organization, individuals or networks from digital attacks. In the 

backdrop of expanding cyber threat landscape, cybercriminals are leveraging advanced 

techniques in exploiting vulnerabilities across system software, hardware, network, as well 

as human resources. 

Now-a-days, organizations have become well equipped with technical tools and solutions 

protecting the perimeter from targeted threats. As a result, hacker have inclined towards 

targeting users as it takes comparatively less time and efforts than finding the 

vulnerabilities in the system, dodging the associated security and performing the successful 

attack. Increased digitization has also put a thrust for the need of a safe and secure Cyber 

Environment. 

As a part of our constant endeavor in sensitizing the mass user base on cyber security 

awareness, we are glad to bring out this compendium of illustrative portraying few recent 

trends of cyber frauds and best practices. 

In this cyber predominant era, I am confident that this compendium will act as a useful 

resource to reskill and upskill our cyber knowledge quotient, remain vigilant, follow cyber 

hygiene and build a cyber safe culture in the cyber domain. 

 

Be Cyber Jagrook and See Yourself in Cyber !!! 
 

With warm regards,  

 

 

 

(Mohammad Sabir) 

Chief Information Security Officer 



Nattu is a mischievous character who always 
finds a unique way to dupe innocent people. He is 

an expert at pulling cyber scams with common 
people like us. As internet has become an 

inevitable part of our lives, we have become more 
vulnerable to SCAMMERS like Nattu. 

Fake emails 
showing 

urgency to 
respond 

Fake SMS 
luring with 
spurious 
links 

Fake Pop-
ups asking 

for 
immediate 

action 

Fake calls 
asking 

confidential 
information 

Fake website 
capturing 
sensitive 

information 
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Nattu somehow gathered the email IDs of various school 
authorities and sent random mails for accepting the donation of 
Rs.2.5 lacs for development of the school & children welfare. 

Mrs. Talwar, principal of XYZ 
School was very excited to see the 
mail and in no time clicked the link. 

 

Respected Principal, 

 We are a Non Profitable Trust that works under State Government 
Educational Wellfare Committee. We provide funds for devlopment of 
educational institutions and also for children’s’ welfare. We are privileged 
to inform you that this time your school has been shortlisted for availing 
the donation of Rs. 2.5 lacs. Today is the last date for Registration. 
Registration link is given below. 
 

www.fakelink.com/onlineregistration.html 

 

Regards, 

Secretary & Trustee 

ABC Charitable Trast 

From:  ABC Charitable Trust <abc420@hotmail.com> 
To: Tanya Talwar <principal@xyz.edu> 

Subject:  Avail Donation of Rs. 2.5 lacs ! 

PRINCIPAL 

 WOW ! I 
must register. 

SCAM  THROUGH    

      FAKE EMAIL 
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SCAM through fake email… contd 
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http://www.fakelink.com/onlineregistration.html 

SCHOOL REGISTRATION FOR DONATION 

Name of the School - 
 

Principal        Teacher-in-charge 
 

 
 

Address of the School - 
 

School Identification Number - 
 

Bank Account Number of School - 
 

IFSC Code - 

First Name Last Name 

SAVE and NEXT 

Mrs. Talwar filled up all the details and proceeded further. 

http://www.fakelink.com/onlinepayment.aspx 

For First Time Registration, please pay Rs.20000/- as Security Deposit 

which will be refunded to school along with the Donation Amount. 

Choose payment option 

PROCEED TO PAY 

Mrs. Talwar paid the amount of Rs.20000 through card and 
received a confirmation email of registration. 

First Name Last Name 



SCAM through fake email… contd 
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After few days, Mrs. Talwar checked the bank account of the 
school. But no amount was received as donation. She tried 
contacting through mail but Nattu deactivated the sender 
email account. After that she found an official website of 

ABC Charitable Trust. After making direct communication with 
the secretary she realized that she has been duped via fake 

Phishing Email. 

Know the Signs of Phishing Email 

SCHOOL 

Confirmation of Registration !  

Registration No :XXX 

Donation Amount will receive 

at school’s bank account by 

48 hours... 

Great !!! 

Mismatch 
between 
sender’s 

name 
and email 
address 

Unofficial domain of 
email sender 

Eye-catchy subject 

Urgency to 
Respond 

Contains 
Spelling 
mistake 

Include malicious link 
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Signs of 

PHISHING SCAMS 
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नट्टू फपल्भी सितायों की नकर फहुत अच्छे िे  कयता  था  । एक 
फदन उिने  असभताब फच्चन की आवाज की नक़र के िाथ एक 

ऑफडमो िॊदेश रयकॉडड फकमा । 

 

क्मा  आऩ  "कौन फनेगा  कयोड़ऩसत ?" खेरने 
का अविय   चाहते हैं?  अगय  हाॉ  तो 
878XXXXX985 ऩय िॊऩकड  कयें। 

KBC... 

सचॊटू नाभ के  एक रड़के   ने फड़े  उत्िाह िे उि नॊफय ऩय कॉर फकमा। 

हेरो। भुझे अबी-अबी क्क्वज़ 
शो भें बाग रेने के िॊफॊध भें 

एक िॊदेश प्राप्त हुआ है। 

हाॉ श्रीभान सचॊटू जी,  
फधाई हो । 

आऩको "कौन फनेगा 
कयोड़ऩसत ?" खेरने के सरए 
चनुा  गमा है। क्मा आऩ 
ऩॊजीकयण कयना चाहेंगे ? 

रयमसरटी श
ो के नाभ ऩय 

िाइफय धोख
ाधड़ी 
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हाॉ हाॉ! भैं ऩॊजीकयण 
कयना  चाहता हूॉ । 

आऩको फि 5000 
रुऩमे का एक छोटा 
िा ऩॊजीकयण शुल्क 

देना होगा। 

क्मा मह 
जरूयी है? 

हाॉ श्रीभान । मह अत्मॊत आवश्मक है क्मोंफक आऩ 
इि कामडक्रभ भें याष्ट्रीम स्तय ऩय फदखाई देने वारे हैं, 
हभ आऩकी  िाज-िज्जा आफद ऩय तबी व्मम कय 
िकते हैं जफ आऩ ऩॊजीकयण के भाध्मभ िे 

अऩनी बागीदायी िुसनक्ित कयें  । 

सचॊटू ने नट्टू के सनदेशानुिाय बुगतान फकमा क्जिके  ऩिात नट्टू ने 
कॉर काट फदमा। सचॊटू ने उिे कॉर कयने की फहुत कोसशश की 
रेफकन नॊफय क्स्वच ऑप आता  यहा । उिे जल्द ही एहिाि हो 
गमा फक पजी कामडक्रभ के नाभ ऩय उिे ठगा जा  चकुा  है। 

िाइफय िुयक्षा मुक्तिमाॉ:  

1. रुबावने ऑपय वारे अॊजान कॉरय ऩय बयोिा न कयें, हो 
िकता है फक वे आऩका क्तवश्वाि जीतने के सरए चसचडत 

हक्स्तमों का रूऩ धायण कय यहा  हो।   
2. रयमसरटी शो चनैर की आसधकारयक वेफिाइट ऩय जाकय 
देखें फक क्मा वास्तव भें ऐिा कोई प्रस्ताव फदमा गमा है। 

रयमसरटी शो के नाभ ऩय िाइफय धोखाधड़ी… जायी 
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How to spot a fake message ?? 

Phishing through Phone Calls & SMS 



 Down 

1 Fraudulent 
phone calls

 purporting
 to be 

2 Phishing th
rough SMS / Text message 

 Across 

3 Email targeting to a group of people 

working in a s
ame department 

4 Unauthorized 
entry into restricted 

places by fo
llowing someone 

1 

 

 

 

 

 

 

2 

 

 

 

 

 

 

 

3             

4          
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Cross
word  

1 



एक दिन नट्टू ने कुछ  ऩैसे  िेकर  एक रेस्टोरेंट के वेटर से िोस्ती 
कर ऱी और िोनों ने ममऱकर वहाॊ आने वाऱे ग्राहकों को ठगने की 

योजना बनाई। 

हेऱो सर.. यह हमारा 
मेन्यू काडड है। 

ठीक है 
धन्यवाि।  

ग्राहक ने खाना 
ऑडडर दकया और 

खाना खत्म 
करने के बाि 

वेटर को बुऱाया। 

क्या मैं अऩने काडड से 
भुगतान कर सकता हूॉ? 

बबल्कुऱ सर। कृऩया मुझे 
अऩना काडड और बऩन  

िीजजये। हमारे काउॊ टर 
ऩर POS मशीन है। 

 
काडड के  
जररये साइब

र धोखाधडी 
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नहीॊ, बस मुझे 
बबऱ िे िो।  

क्या आऩ कुछ और 
ऱेना चाहेंगे सर? 

वेटर ने बबऱ दिया। 



नट्टू ने उस काडड का 
इस्तेमाऱ करके कई बार 
ग्राहक के खाते से ऩैसे 

मनकाऱ मऱए।  
बहुत से ट्ाॊसक्शन मैसेज 
िेखकर उसे एहसास हुआ 
की उसके काडड का गऱत 

इस्तेमाऱ हुआ है। 

यह ऱीजजए उसका 
काडड और बऩन।  

शाबाश! तमु्हें 
तुम्हारा दहस्सा ममऱ 

जाएगा।   

 

 
?? 

ग्राहक ने अऩना काडड वेटर को िे दिया और बऩन भी बता दिया।   
काडड के जररये साइबर धोखाधडी… जारी 

Naughty Nattu                                                    Page 17 of 60                                            CISO Office, UCO Bank 

साइबर सुरऺा युबियाॉ 
अऩना काडड अऩररमचत व्यबियों को न िें। 
अऩनी आॊखों के सामने ऩीओएस मशीन 
मॉगवाकर भुगतान करें ।  

POS मशीन के माध्यम से भुगतान करते समय, 
अऩना बऩन साझा न करें या इसे मुख से न 
बोऱें, बजल्क मशीन में गुप्त रूऩ से अॊदकत करें। 

Rs.10,000/- with-

drawn on XYZ Bank 

card XXXX.Avl Bal.. 

BV-XYZBNK 

Rs.20,000/- with-

drawn on XYZ Bank 

card XXXX.Avl Bal.. 
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ATM SAFETY 



Golu was looking to sell his bike online. He clicked pictures of 
his bike and started posting them with his contact details on 

random online marketplace websites. 

 My Bike will 
definitely be 

sold !! 

But I cannot make 
payment in cash. Can I 
pay through my card to 

your card ?? 

Hello Sir, I saw pictures 
of your Bike and liked it 

very much. I am 
interested to buy it. 

Yes !! Why 
Not?? 

For payment through 
card transfer, I 
need your Card 

Number,Cardholder 
Name, Expiry Date 

etc. 

Golu readily gave Nattu 
all his card details.  

ABC  

XXXX XXXX XXXX 
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/- 

 ONLINE 

MARKETPLACE  

       SCAM 



Sir, there are 
three numbers 

printed at the back 
of your Card. I 
would also need 

that. 

Ok Ok ..  
It’s 3XX 

You will receive 
a confirmation 
code of the 

payment. Please 
tell me that. 

Hello ?
? 

Hello ??
 

BV-XYZBNK 

12XXXX  is 

OTP for 

online txn of  

INR 9999.00 

at ABC Ltd.. 

BV-XYZBNK 

Rs. 9999 is 

debited 

from  A/C 

XXXX123.. 

Yes Yes 
the code is 
12XXXX  

Golu was shocked to learn that instead of receiving money, 
Rs.9999 was debited from his account. Soon he realized that 
he has been duped via fake call and tricked to share sensitive 

information. 

HOW TO AVOID SUCH SCAMS 

Never share card number, cardholder name, expiry 
date, CVV, PIN, OTP etc. with anyone under any 
circumstances 

Most of the OTP messages mention the reason for 
generation of the OTP. Read every message carefully 
before taking any action 

Avoid responding Calls / Emails / Links / Messages 
from unknown sources & do not share personal / 
sensitive information with strangers or on any 
unknown / untrusted website  

Always use trusted websites & Apps and check 
customers reviews, ratings etc. before buying / 
reselling products 
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ONLINE MARKETPLACE SCAM… contd 
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PASSWORD SECURITY 



Avoid doing 
transaction while 

being connected to a 
public Wi-Fi. 

Always save your 
password / PIN in 

your phone contacts. 

TRUE 
FALSE 
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Once Nattu created a fake profile on a job cum social 
networking app. He impersonated as an HR executive and 

mentioned under his profile that he hires folks. 

Soon he started getting requests from multiple job 
aspirants. He targeted one of them named Chiku who had 

sent him message personally in the inbox. 

Good morning sir. My name 
is Chiku and I am looking 

for a suitable job.  

Sure!  Send me 
your educational 
qualification and 

experience 
details, if any.  

It looks like it’s 
your lucky day as 
your qualification 
matches with our 

job profile. 

Thank you 
Sir. It’s a 
great news 
for me !! 

Chiku immediately shared his resume. 

fake JOB  

OFFER SCAM 
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Sir, is it 
mandatory ? 

Yes! It’s the company’s policy. 
Don’t worry.. Whole amount 
will be refunded with your 

first salary. 

We are sending you the link in mail for 
making the payment. Once we receive the 

payment, you will get your appointment letter  

Chiku immediately paid the amount. After few hours when he 
did not receive any mail from the company, he thought of 
sending the message to the HR executive. To his surprise, 
the profile was deleted !! 

fake JOB OFFER SCAM… contd 

We can offer you the job right now 
but you need to pay an advance bond 

amount of Rs. 10,000.. 

LESSONS TO LEARN 

Do not trust random 
job advertisements or 
social media profiles 

of recruiters 

Verify the authenticity 
of the job openings 
from companies’ 
official website 
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Just invest Rs.100 now 
and see the effect 
after 5 minutes... 

Yes.. but I am 
not looking to 

invest.  

Hmm.. It sounds 
GOOD !! How to 

invest ?? 

Hello Sir, I am calling from 
ABC Investment Co. Am I 
speaking with Mr. Banku?  

Sir, on your first investment, 
you can get two times return 

within 5 minutes !! 

Want a 
large sum 
of money ! 

Yes ! Got a 
Senior 

Executive’s 
details on 

Social Media. 
Let’s trick 

him !!! 

 FAKE  

INVESTMENT OFFER 
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One day Nattu decided to pull a scam for a large chunk of 
money. He was looking for ideas when suddenly his eyes fell on 
a mutual fund investment article. He searched for people who 
were at senior executive positions in different companies.  
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Mr. Banku waited for a long time but there was no investment 
return received in his ZPay account... 

Oh No! His phone is 
also Switched Off !! 

HA HA HA HA 

ZPay 

Rs.10,00,000 
has been sent to 

89XXXXXXXX 

Mr. Nattu 

It’s my 
pleasure Sir.. 

Wow! I’ve received 
Rs.200 in my ZPay 

Account.. 

I want to 
invest 

more. I am 
sending 
Rs.10 
lakhs. 

ZPay 

Rs.200 

credited 

from 

89XXXXXXXX 

Mr. Nattu 

I’ve to gain 
his trust 
first ! 

Sir.. Please 
check your 

ZPay Account 
Now !! 

After
 5 m

inut
es..

 

Rs.100 
has been 
sent to 

your ZPay 
Account. 

Clic
k.. 

Clic
k.. 

Add my mobile 
number in your 
ZPay Account 

and send 
Rs.100 there.. 

Please wait for 
5 minutes.. 

Never transfer money at the 
behest of any stranger. 
 

Always do proper research of the 
investment company and check 
terms & conditions before investing 
money 
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fake INVESTMENT OFFER… contd 

 How to Avoid such Scam!! 
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LOAN SCAMS 



Arrange
 the g

iven 

to gue
ss the

 name of M
alware 

1. N  T  A  R  J  O 

2. R  B  O  A  C  D  K O 

3. R  D  W  A  A  E 

4. T  R  I  K  O  T  O 
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Sir your total bill 
would be Rs.5000. 

I am sorry I forgot to 
bring my wallet. I don’t 
have any cash or card.  

No problem Sir, 
we have multiple 
payment options 

including e-
Wallet.  

Oh! good. Can I 
scan this QR 

pasted on your 
wall? 

Yes Sir. It is 
for payment 
purpose only. 

Nattu pretended to scan the QR in front of the shopkeeper 
but in reality he had created a fake payment confirmation page 
in which he entered the amount 5000. It displayed a message 
“Rs.5000 payment done”. Nattu showed it to the Shopkeeper. 
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payment SCAM 

for  merchants 

One day Nattu went to a grocery store. After doing his 
shopping he went to the billing counter. 



 Ha Ha 
Thank you for 
giving me every 
item for FREE !! 

At night when the Shopkeeper was 
matching the total item sold with the 
total balance. He found out that the 
bill was not paid for few of the items. 
When he checked he found out all the 
items were bought by Nattu. 

 How can 
this 

happen !! 

Thank you sir. 
Please visit again. 

Payment Scam for  merchants… contd 

SAFETY PRACTICES TO AVOID PAYMENT FRAUD 

Make use of sound 
speakers that says 

“Payment Received of 
Rs.XXXX” after every 

transaction 
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Never rely on any 
screenshot messages 
shown by customer as 
payment confirmation 

Before letting a 
customer go, strictly 

verify the completion of 
transaction through 

official App 

After receiving payment 
through Digital means, 

always check or 
reconcile your Wallet or 
Bank Account statement 
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DIGITAL / e-WALLET SAFETY 

ADVANTAGES OF USING e-WALLET 

SAFETY PRECAUTIONS 

Hassle-free 

Virtual Wallet 

Quick Fund 

Transfer 

Multiple Services 

at a time 

Enable biometric login 

or use a unique and 

different password for 

your Digital Wallet 

Application 

Do not save your 

card information 

while doing 

transaction 

Lock your device with 

multiple layers of 

security such as 

Passcode, pattern lock, 

Biometric locks etc 

Avoid using public wi-fi 

networks while doing 

transactions through  

e-Wallet. Choose  

trusted & secure  

network conection 

Do not download Apps 

from unsolicited links 

received through 

Emails & SMSs. Install 

apps from verified 

trusted sources  

Never share e-Wallet 

PIN / Passwords and 

other  Private / 

Sensitive information 

with anyone 



एक ददन रयॊकू को अऩनी टे्रन ऩकड़ने भें देय हो यही थी इसलरए 
वह अऩना पोन चाजजय रे  जाना बूर गमा। उसने येल्वे स्टेशन के  

चार्जिंग प्वाइॊट ऩय एक चाजजय रटका देखा। उसके ठीक फगर भें 
एक आदभी (नट्टू) खड़ा था। 

भाप कयना! क्मा भैं 
आऩके चाजजय का 

उऩमोग कय सकता हूॉ? 

हाॊ ज़रूय!  

जैसे ही रयॊकू ने चाजजय इॊजेक्ट दकमा, उसका 
पोन स्ऩाईवेमय सदहत वामयस से बय गमा । 
अगरे कुछ ददनों के दौयान, नट्टू को रयॊकू के 
फैंक वववयण सदहत सबी सॊवेदनशीर जानकायी 

प्राप्त हुई जो उसके पोन भें थी। 

जूस-जैदकॊ ग फ्रॉड 
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अऩने पोन को कबी बी अनजान चाजजय से 
चाजज न कयें, खासकय सावजजलनक स्थानों के  
चार्जिंग ऩॉइॊट ऩय। 
उन रोगों ऩय बयोसा न कयें जो आऩको 
अऩना चाजजय उधाय देने की ऩेशकश कयते हैं। 
वे आऩके सबी सॊवेदनशीर डेटा को लनकार 
सकते हैं। 
बयोसेभॊद कॊ ऩलनमों के चार्जिंग केफर का 
इस्तेभार कयें। एडॉप्टय औय चार्जिंग केफर के 
ब्ाॊड को हभेशा सत्मावऩत कयें। 

साइफय सुयऺा मुविमाॉ:  

PUBLIC CHARGING STATION 

जूस-जदैकॊ ग फ्रॉड… जायी 
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कुछ ददनों फाद रयॊकू को भैसेज आमा दक उसके 

खाते से 30,000 रुऩमे डेवफट हो गए हैं। रयॊकू 
को सभझ नहीॊ आ यहा था दक क्मा हो गमा है। 
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BEST PRACTICES 

MOBILE DEVICE SECURITY 



हेरो ! भैं टेरीकॉभ कॊ ऩनी से कॉर कय यहा 
ह ॊ। हभें आऩको मह फताते हुए खुशी हो यही 
है कक आऩने छह भहीने का अनलरलभटेड 

कॉर औय डेटा रयचाजज जीता है।  

भैभ, वह ऩुयाना सॊस्कयण है। भैं 
आऩको नवीनतभ सॊस्कयण 
डाउनरोड कयने के लरए एक 

लरॊक बेज यहा ह ॊ।  

 
स्रीन  
शेमरयॊग ध

ोखाधडी 
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एक कदन नट्ट  ने रयभोट स्रीन शेमरयॊग ऐऩ के जरयए एक 
घोटारा कयने का सोंचा । उसने फेतयतीफ रूऩ से रोगों को पोन 
कयना शुरू कय कदमा औय उसका कॉर नीता के ऩास ऩहुॊचा। 

आऩको फस एक ऐऩ 
इॊस्टॉर कयके ऑपय 
को बुनाना होगा।  

ऩय  भेये ऩास 
ऩहरे से ही XYZ 

टेरीकॉभ ऐऩ है।  

XXXX55 

To download 

new version 

of XYZ App 

click the 

below link 

bit.ly/85Khf9i 



नीता ने तयुॊत उस लरॊक ऩय क्लरक कयके ऐऩ डाउनरोड ककमा।  

नट्ट  ने नीता के भोफाइर ऩय सपरताऩ वजक यीभोट स्रीन शेमरयॊग 
ऐऩ इॊस्टॉर कयवा लरमा औय अफ  वह आसानी  से  नीता  के भोफाइर 

की लनदेलशका, तथा  सॊदेशों को  ऩढ़  सकता  था। 

XYZ Telecom APP 
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स्रीन शेमरयॊग धोखाधडी… जायी 

भैभ कृऩमा अऩने  

एप्रीकेशन स्रीन ऩय कदखने 

वारा डेस्क आइडी कोड साझा 
कयें ताकक हभ आऩका  ऑपय 

सकरम कय सकें  ।  

हाॉ ! हाॉ ! कोड है XXXX... 

इस प्रस्ताव का राब उठाने 

के लरए आऩको  भात्र 1 रुऩए 

का बुगतान  कयना होगा। 
जल्दी  से बुगतान  कयके 
अऩने रयचाजज ऑपय को 

बुना रीक्जमे । 

ओह ! हाॉ  हाॉ जरूय  



जैसे ही नीता ने बुगतान कयने के  दौयान अऩने 

काडज का वववयण डारा, नट्ट  ने स्रीन शेमरयॊग 
ऐऩ के ज़रयए काडज सॊफॊलधत  एवॊ OTP जैसी  
सायी जानकायी हालसर कय री औय उसका 
इस्तेभार कयके नीता के अकाउॊ ट से साये 

ऩैसे लनकार लरए। जल्द ही नीता  
को एहसास हुआ की  उसके साथ फ़ज़ी 

टेरीकॉभ एप्रीकेशन के जरयमे साइफय 
धोखाधडी हुई है। 

ककसी अनजान कॉरय के कहने ऩय कोई एक्प्रकेशन डाउनरोड न 
कयें। 
कोड, ओटीऩी, ऩासवडज मा कोई अन्म सॊवेदनशीर जानकायी ककसी के 
साथ साझा न कयें। 
ककसी बी ऑफ़य सॊफॊधी जानकायी के लरए हभेशा कॊ ऩनी के 
ऑकपलसमर ऐऩ को पॉरो कयें। 

स्रीन शेमरयॊग धोखाधडी… जायी 

CARD NUMBER 

CARD HOLDER NAME 

EXPIRY DATE CVV 

ABC   BANK    PAYMENT 

BV-ABCBNK 

Rs. 49,000 

withdrawn on 

ABC Bank Card 

ending with 

XXXX on… Avl 

Balance Rs.100 

साइफय सुयऺा मुविमाॉ  

!! 
HA HA 
HA HA 
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एक ददन नट्टू ने दकसी तयह कुछ टेरीकॉभ ग्राहकों की भोफाइर 
नॊफय हाससर दकमा औय उन्हें एक-एक कयके कॉर कयना शुरू कय 

ददमा। जोमा नाभ के एक ग्राहक ने पोन उठामा। 

हेरो.. भैं टेरीकॉभ कॊ ऩनी 
से पोन कय यहा हूॊ। क्मा 
आऩका इॊटयनेट कनेक्शन 

धीभा है? 

भैभ हभायी कॊ ऩनी अबी भुफ्त भें ससभ काडड 
अऩग्रडेशन ऑपय दे यही है। इससे आऩकी 

इॊटयनेट स्ऩीड कई गुना फढ़ जाएगी। 

हाॉ हाॉ… भुझे अऩने ससभ को बी अऩगे्रड 
कयाना है ! 
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ससभ काडड 

अऩग्रडेशन के
 नाभ ऩय 

फ्रॉड 
5G5G5G   

हाॉ, भुझे रगता 
है, मह थोडा 
धीभा है।  



भुझे आऩके 20 अॊकों का 
ससभ काडड नॊफय औय 

आधाय काडड नॊफय दीजजमे। 

जोमा ने नट्टू द्वाया ऩूछी 
गई सायी जानकायी दे 

दी। 

कुछ सभम फाद, अचानक जोमा के पोन का 
नेटवकड  चरा गमा। नट्टू ने जोमा  के  ससभ  को  

अऩने  ऩास  यखे  खारी/ब्रैंक  ससभ  भें ऩरयवसतडत  कय  

सरमा। अफ  जोमा  का  पोन कॉल्स, भेसेज सफ कुछ 
नट्टू के ऩास आने रगा। दपय नट्टू ने टेक्स्ट 
भैसेज औय OTP के जरयमे जोमा की फैंदकॊ ग 
के्रडेंसशमल्स बी हाससर कय री औय जोमा के 
अकाउॊ ट से ऩैसा गामफ कयना शुरू कय ददमा। 

NO NETWORK 

साइफय सुयऺा मुक्तिमाॉ:  
ससभ काडड अऩग्रडेशन के सरए दकसी अनजान कॉर / 
भैसेज / सरॊक ऩय बयोसा न कयें।  

ससभ काडड की जस्थसत सत्माक्तऩत कयने के सरए हभेशा 
अऩने टेरीकॉभ कॊ ऩनी से सीधे सॊऩकड  कयें।  
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ससभ काडड अऩग्रडेशन के नाभ ऩय फ्रॉड… जायी 

आऩको एक भसेैज 
प्राप्त होगा। कृऩमा 
उसके जवाफ भें “1” 

सरख कय बेजें। 

ABC Telecom  

 

Press 1 to 
confirm your 
SIM transfer 

इॊटयनेट 

गसत अफ 
तेज़ हो 
जाएगी । 

हो गमा !! 



Confidentiality 

 

Availability 

 

Integrity 

 

Consistency 

Linux 

 

IOS 

 

Windows 

 

C++ 

Rootkit 

 

Spyware 

 

Keylodger 

 

kaspersky 
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Nattu created many fake online 
forums for online recharge of 
DTH services and was waiting for 
people to fall prey. 

Call 9999XXXXXX now and get 
your DTH Recharge instantly ! 

DTH Recharge 

GOOGLE 

Meanwhile, Rinku was watching news on TV when suddenly his 
DTH plan got expired. He searched for contact number of 
DTH recharge provider on Search Engine (Google) and fell for 
the portal created by Nattu. He called the displayed number. 

Sir.. Which 
plan do you 

want ? 

Hello ! I want 
to recharge 
my DTH. 

I need a 
six month 

plan. 

Great! 
Please 

send me 
the link.. 

Rinku clicked on the link sent by Nattu which led him to a fake 
form asking to fill up all the personal and financial details like 
Card number, Expiry date, CVV code etc. 

 DTH  

RECHARGE fraud 

Go 

Ok Sir, It’s for Rs.1299/- 
for six months ! 

If you recharge now through our 
payment link then you will get 

another 3 months DTH for FREE ! 
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But after 
submitting, it is 
showing some 

Error message ! 

Sir, please fill up 
all your details and 

submit. 

Thank You Sir. We 
are processing your 
recharge shortly !  

Rinku waited for a long time but the DTH was still not 
recharged. Meanwhile, he got a message from his Bank that 
Rs.50000 has been deducted from his account. Soon he realized 
that he has been scammed in the name of fake DTH recharge. 

Points to Remember!! 

DTH RECHARGE fraud… contd 
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Ok Sir ! Let me 
check once.. 

The problem is fixed ! 
You will receive a 

confirmation code for 
your Payment now ! 
Please tell the code. Click.. C

lick.. 

Yes Yes! 
The code is 
00XXXX. 

BV-XYZBNK 
 

00XXXX is the 
OTP for online 

txn of Rs. 50000 
on XYZ Debit 
Card ending 
12XX. Do not 

share with 
anyone. 

DTH Recharge 

GOOGLE 

Go 

Don’t do random searches over search engine to find 
customer care numbers, rather visit the official 
website/Apps of that particular company. 

Do not share your OTP with anyone. Most of the OTP 
messages mention the reason for generation of the 
OTP. Read every message carefully before taking any 
action. 
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One day Nattu created a fake shopping website and 
posted its link on multiple social networking sites.  

Jeetu, a social media freak, 
while scrolling his social media 
feeds, saw the advertisement 

and fell for it. 

OFFER 
 WOW! A 
MacBook  
only for 

Rs.13,890!! 

FAKE E-COMMERCE 

  Website  
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http://www.amaizonn.com 

90% Off ! 
Exp

irin
g S

oon
 ! 



Few days past but Jeetu did not 
receive his order. There was no 
means through which he could 

contact anyone. He tried to find the 
shopping website at the internet but 

Nattu had already deleted the 
website. Soon he realized that he 

has been duped through fake 
advertisement and shopping website.  

He immediately clicked on 
the Ad and was 

mesmerized to see all the 
versions of MacBook at an 

unbelievably low price.  

FAKE E-Commerce website… CONTd 
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EXPIRES TODAY !! 

http://www.amaizonn.com 

RS. 13, 890 RS. 14, 000 

95% Off 
90% Off 

90% Off 

91% Off 

RS. 15, 210 RS. 10, 650 

All the offers were expiring 
soon, so he finally decided 

to buy a MacBook. He didn’t 
find the ’Cash on Delivery’ 
option for payment. Soon, 
he completed the purchase 
by making card payment and 
got a confirmation message. 

QP-WEVTEP 

Dear customer, 

Your order 

details...XXX is 

processing, you will 

receive the item 

within the chosen 

shipping time frame. 

 
WOW!  
I can’t 

imagine !! 
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ONLINE 

SHOPPING 

SAFETY 

MEASURES 

Do online shopping 

from known and 

trusted stores. Do 

proper research on 

the online seller. 

Always  check 

website URL 

address, spelling, 

‘s’ after ‘http’, lock 

sign etc. 

Before buying, 

read customers 

reviews & ratings, 

shipping terms and 

return policy etc 

from the portal. 

Preferably opt for 

‘Cash-on-delivery’ 

payment option for 

first time purchase. 

Never save Debit / 

Credit card details 

and password in 

the website. 

Always logout 

from the website 

after completing 

financial 

transaction. 

SEE YOURSELF IN CYBER 



ऩब्लरक वाई-प
ाई का 

इस्तेभार कय 
धोखाधड़ी  

अऩने ककयाने की खय़ीदाय़ी के फाद गुप्ताजी बफलरॊग काउॊ टय ऩय गए। 

सय आऩका बफर 
कुर 10,000 
रुऩमे है। आऩ 
बुगतान कैसे 
कयना चाहेंगे? 

भैं ऑनराइन 
बुगतान कयना 

चाह ॊगा। 

जफ गुप्ताजी ने ऑनराइन बगुतान 
कयने का प्रमास ककमा, तो कुछ 
नेटवकक  सभस्मा होने के कायण वह  
बुगतान नह़ीॊ कय सकें । नट्ट  
उनके  ठीक ऩीछे खडा था। 

कुछ नेटवकक  
सभस्मा है 

ब्जसके कायण भैं 
बुगतान नह़ीॊ 
कय ऩा यहा ह ॉ ।  
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सय आऩ महाॉ की फ्री 
ऩब्लरक वाई-पाई का 
इस्तेभार क्मों नह़ीॊ कय 

यहे हैं। 

अये हाॉ हाॉ.. 
बफरकुर ठीक 
कहा आऩने ! 



गुप्ताजी ने तयुॊत ऩब्लरक वाई-
पाई से कनेक्ट ककमा औय 

अऩना ऑनराइन बुगतान ऩ या 
ककमा। नट्ट  ने ऩहरे से ह़ी 
स्टोय का ऩब्लरक वाई-पाई 
नेटवकक  हैक कय लरमा था। 

एक कदन के फाद, गुप्ताजी को रगाताय दो सॊदेश लभरे कक उनके 
खाते से 20,000 रुऩमे औय 25,000 रुऩमे डेबफट हो गए हैं। 

साइफय सुयऺा मुबिमाॉ:  

बवत्तीम रेनदेन कयते सभम कबी बी सावकजलनक वाई-पाई 
का उऩमोग न कयें। 
कबी बी अऩने भोफाइर को ककसी खुरे सावकजलनक नेटवकक  
से न जोडें। हभेशा सुयब्ऺत औय बवश्वसनीम नेटवकक  
कनेक्शन का ह़ी उऩमोग कयें। 
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ऩब्लरक वाई-पाई का इस्तेभार कय धोखाधड़ी… जाय़ी 

Connect 

Online 

Transaction 

Successful 

नट्ट  ने डेटा इनटयसेर्पशकन 
द्वाया गुप्ताजी की साय़ी 
सॊवेदनशीर जानकाय़ी 
जैसे ईभेर, म जयनेभ, 

ऩासवडक, काडक नॊफय आकद 
हालसर कय री।   
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ENSURE SAFE BROWSING 
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Which of the 
following is a sign 
of phishing email? 

A. Misspelling   

B. Wrong Grammar 

C. Threat/ Urgency  

D. All of the Above 

Which attack will 
make a network 

inaccessible for it’s 
intended user? 

A. DOS Attack   

B. Man in the Middle 
C. Juice-Jacking 

D. Phishing 



एक ददन नट्टू ने अपने एक पड़ोसी च ॊटू का फर्जी अकाउॊ ट 
बनाया और स़ोशऱ नेटवदकिं ग साइट पर उनके सभी द़ोस्तों क़ो 

फ्रें ड ररक्वेस्ट भेर्जने ऱगा। उनमें से कुछ ने फ्रें ड ररक्वेस्ट स्वीकार 
कर चऱया। नट्टू ने उन्हें एक-एक करके मैसेर्ज करना शुरू दकया 

और आखिर में बबट्टू नाम के एक द़ोस्त ने र्जवाब ददया। 
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फर्जी  
स़ोशऱ मीदडया प्ऱोफाइऱ  

अरे च ॊटू! बहुत 
ददनों के बाद.. 

कैसे ह़ो? 

हाय बबट्टू! 
क्या हाऱ है?  

दरअसऱ मैँ  कुछ     

      ठीक नह ॊ  हूॉ। 

क्यों? क्या 
हुआ?  

मुझे एक र्जान 
ऱेवा बबमार  
ह़ो गया है।   

अरे नह ॊ! 
ऐसा मत 

ब़ोऱ़ो! 

मेरे पास खर्जतना पैसा था सब ित्म ह़ो गया है! 
मुझे इऱार्ज के चऱए और 25000 रुपये  ादहए।  
क्या तमु मेर  मदद कर सकते ह़ो? मैं ऑदफस 

र्जॉइन करके तुम्हे सारे पैसे ऱौटा दूॊगा.. 



बबट्टू ने तरुॊत उसके ददए गए 
अकाउॊ ट पर पैसा भेर्ज ददया। दफर 
कुछ ददन बाद उसने च ॊटू के नॊबर 

पर कॉऱ करके उसके ईऱार्ज के बारे 
में पूछा । 

च ॊटू! कैसे 
ह़ो? इऱार्ज 
कैसा  ऱ 
रहा है?  

च ॊटू और बबट्टू  
क़ो र्जल्द ह  एहसास हुआ दक 

ये दकसी र्जाऱसाज़ (नट्टू) 
का काम हैं, खर्जन्होंने स़ोशऱ 
मीदडया पर फर्जी प्ऱोफाइऱ से 

बबट्टू क़ो ठगा है। 
साइबर सुरऺा युबियाॉ:  

अगर स़ोशऱ मीदडया पर आपका द़ोस्त मदद माॊग रहा है, त़ो 
आचथिक मदद देने से पहऱे व्यबिगत रूप से उससे सॊपकि  करने 
का प्रयास करें। 
स़ोशऱ मीदडया पर अपनी प्ऱोफाइऱ, चमत्र सू ी और अन्य 
सॊवेदनशीऱ र्जानकार  क़ो चनर्जी बनाएॊ। 
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बबल्कुऱ! बस मुझे 
अपना अकाउॊट 

दडटेल्स द़ो।  

फर्जी स़ोशऱ मीदडया प्ऱोफाइऱ… र्जार  

कैसा  इऱार्ज?  तमु उस ददन 
स़ोशऱ मीदडया 

 ैट पर र्ज़ो 
बता रहे थे... 

अरे ये कैसे ह़ो सकता 
है?मैं बपछऱे 3 मह ने 
से स़ोशऱ मीदडया पर 

एखक्टव नह ॊ हूॉ।  
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BE SOCIAL BUT BE SAFE 



SAFETY PRACTICES AT WORKPLACE 
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साइबर धोखाधड़ी की ररपोर्ट कैसे करें? 
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Sl. No Words 

1. TROJAN 

2. BACKDOOR 

3. ADWARE 

4. ROOTKIT 

 V 

 I 

 S 

 H 

 I 

 N 

 G 

  S 

 M 

  I 

 S 

 

  I 

 

 G 

 S  P  E  A  R  P  H  I  S  H  I N  G 

 T  A  I  L  G  A  T  I N  G 

Crossword Zone 

Guess the name of 

Malware 

PUZZLE ANSWERS 
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Q1. Which of the following is 
a sign of phishing email? 

Q2.  Which attack will make a 
network inaccessible for it’s 

intended user? 

Answer: All of the above Answer: DOS Attack 

Answers Consistency C++ Kaspersky 

Explanation     

Check your Awareness 

The three CIA 
triad are 

considered to 
be 

Confidentiality, 
Integrity and 

Availability 

Linux, IOS, 
Windows are all 

operating 
system whereas 

C++ is a 
Programming 

Language 

Rootkit, 
Spyware, 

Keylogger are all 
malwares 
whereas 

Kaspersky is an 
android anti-

malware 
software. 

Avoid doing 
transaction 
while being 

connected to a 
public Wi-Fi. 
TRUE 

Pick the ODD one out! 

Always save 
your password/ 
PIN in your 

phone contacts. 

FALSE 

True or False 
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PUZZLE ANSWERS 



Computer Security Day Pledge  

कंप्यटूर सरुक्षा दिवस प्रतिज्ञा  

मैं : 

सरुक्षा के तिए व्यतिगि तिम्मेिारी िूूँगा और सही सरुक्षा उपायों का उपयोग करूँ गा  

इंटरनटे स ेिड़ुन ेस ेपहि ेउसके िोतखमों के बारे में सोच-तवचार करूँ गा  

अपन ेकंप्यटूर या िपैटॉप को स्वय ंउपतस्िि नहीं रहन ेपर िॉक रखूूँगा   

सरुक्षा सतुवधाओं को सदिय करके िसै ेपासवर्ड आदि का उपयोग कर अपन ेमोबाइि तर्वाइस को      

सरुतक्षि रखूूँगा 

कठिन पासवर्ड का उपयोग करूँ गा और प्रत्यके खाि ेके तिए अिग पासवर्ड बनाऊूँ गा   

अपन ेपासवर्ड को कभी साझा नहीं करूँ गा  

अपन ेबैंक की नीति का पािन करूँ गा और सभी सरुक्षा घटनाओं की िरंुि ठरपोटड करूँ गा  

दकसी भी अनतुचि प्रकटीकरण स ेसवंिेनशीि र्ेटा को सरुतक्षि रखूूँगा  

सोशि मीतर्या पर कभी भी व्यतिगि, सवंिेनशीि या गरै-सावडितनक िानकारी पोस्ट नहीं करूँ गा  

अपन ेपठरवार, िोस्िों, सहकर्ममयों और समिुाय के बीच सही सरुक्षा उपायों के बारे में िागरकिा 

बढाऊंगा  

I will: 

take personal responsibility for security and use good security practices 

pause and think about the risks before I connect to the Internet 

lock my computer or laptop when unattended 

protect my mobile device by activating security features such as using a 

password  

use strong passwords and create a separate one for each account 

never share my password 

follow my Bank’s policy and promptly report all security incidents  

safeguard sensitive data from any inappropriate disclosure 

never post personal, sensitive, or non-public information on social media 

raise awareness of good security practices among my family, friends, 

colleagues, and community  



CYBER SECURITY IS A SHARED RESPONSIBILITY 


